
SERVICE OVERVIEW

Security Consulting 
Services

Helping business leaders manage risk while 
accelerating their businesses
Enterprises of all sizes face many challenges as they seek to minimize information security risk. The 

protection of critical information assets is sometimes perceived as ineffective and costly. Demonstrating 

compliance with multiple global regulations can still be a frustrating, repetitive, and manual process. 

These factors contribute to a perception that security is a business inhibitor rather than a business 

enabler. What is needed is an information-centric perspective that aligns security with your business 

objectives by following the information to determine what’s worth protecting, where the risks are, 

and how to best prioritize security investments to accelerate your business.

By using a proven framework that leverages best practices, methodologies, and industry standards, 

EMC® Consulting helps you identify, remediate, and manage information security risks while increasing 

the efficiency and effectiveness of your overall security program.

Security services from EMC Consulting can help by using an information-centric approach to risk 

management that holistically focuses on your information security challenges in the critical areas  

of business, operations, and technology. This approach aligns information security to your business 

objectives, helps protect your information assets, and eases the burden of regulatory compliance. 

The result is a highly effective, information security infrastructure that responds quickly to business 

changes with optimized policies, procedures, metrics, and controls.
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Security Consulting Services 
Security services in the EMC Consulting portfolio help you assess, remediate, and manage your  

information security risk in alignment with your business risk profile. Other services help you 

establish governance for your information security program, while reducing the cost and complexity 

of regulatory compliance.

  Service Requirement Description

EMC Security 
Assessment for 
Virtualized 
Environments

Security and network managers 
need to understand that certain 
unique situations for virtual envi-
ronments require additional secu-
rity measures, such as virtual 
machine mobility and transience, 
and difficulty maintaining configu-
ration compliance for PCI.

The EMC Security Assessment for Virtual-
ized Environments reviews security mea-
sures in place within your virtual 
environment, compares them to best 
practices, and makes recommendations 
for achieving the desired state.

EMC Classification 
for Information 
Security

Whether data is confidential, pro-
prietary, or regulated, enterprises 
need to understand what they 
have, its value and location, and 
how it should be protected.  

The Classification for Information Secu-
rity service helps catalog all business 
information while identifying value, sen-
sitivity, and protection requirements. 

EMC Assessment 
for Storage 
Hardening

Enterprises need to expand their 
security strategies beyond network 
perimeter defenses to include 
addressing security concerns 
across their storage 
infrastructures.

The Assessment for Storage Hardening 
service helps you improve protection of 
business-critical information by apprais-
ing the security of your entire storage 
infrastructure.

EMC Information 
Risk Assessment

Enterprises require an information 
security strategy that is based on a 
comprehensive understanding of 
information assets, threats to 
those assets, current remediation 
controls, and the resulting risks.

The Information Risk Assessment service 
is a broad-based security posture 
assessment that is designed to provide a 
systematic overview of your information 
security capabilities and a road map for 
risk remediation. 

EMC Security 
Strategy Services

Enterprises need customized strat-
egies to plan for new and powerful 
technologies for user authentica-
tion, data protection, and data 
loss prevention.

The EMC Security Strategy service helps 
you develop strategies for authentica-
tion, encryption, and data loss 
prevention.

EMC SIEM Strategy 
Development

Enterprises need a Security Infor-
mation & Event Management 
(SIEM) strategy to map events to 
responses and reporting.    

The SIEM Strategy Development service 
captures business requirements for 
event monitoring and reporting into a 
coherent set of goals, objectives, and 
standards used throughout the 
organization.

EMC Policy  
Development for 
Information 
Security

Enterprise information security 
policies need to be comprehensive 
and well designed in order to 
ensure compliance with all inter-
nal and external mandates.  

The Policy Development for Information 
Security service helps you with defining 
and mapping policies to best practices, 
individual business requirements, and 
appropriate regulations. 

EMC Program  
Development  
for Information 
Security 

Enterprises need to approach 
information security in a program-
matic manner that reflects corpo-
rate governance decisions and 
incorporates the key aspects of 
people, process, and technology 
throughout the enterprise.

The Program Development for Informa-
tion Security service leverages your exist-
ing security capabilities, policies, staff, 
organization, and controls to help you 
improve the maturity of each element.
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Take the next step
For more information, visit www.EMC.com/consulting or contact your local EMC Consulting 
representative.

Why EMC
As part of the world’s leading developer and 
provider of information infrastructure technol-
ogy and solutions, EMC Consulting transforms 
information into business results. Our consul-
tants bring a unique mix of industry, business, 
and technology expertise to solve today’s 
toughest challenges. We use field-tested 
tools, proven methodologies, best practices, 
and industry standards to minimize risk and 
optimize time to value in our engagements. 
We provide a full range of consulting, design, 
implementation, and support services.

EMC Consulting helps customers to cost-
effectively secure critical information assets 
throughout the information lifecycle.  

Working with RSA®, The Security Division of 
EMC, EMC Consulting offers industry-leading 
services and solutions to bring trust to millions 
of user identities, the transactions that they 
perform, and the data that is generated.


