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The End of the Information Lifecycle —

Proper Destruction Protects the Enterprise
Analyst: Anne MacFarland

The lifecycle of information is a litany of changing risk. There is the vulnerability of proper
capture and the risk of data loss through improper versioning as a business record approaches
completion. Then there is the need to secure the information for proper use, and proper sharing and
other forms of reuse. And now, government compliance mandates that business data be kept accessible
and searchable for years.

However, the importance of these mandates to keep corporate information accessible pales in
comparison to the importance of protecting that information from unauthorized access. Fail in the
former and the enterprise gets fined. Fail in the latter and, in the best-case scenario, the enterprise
merely gets sued. In the worst-case scenario, the reputation of the enterprise is tarnished and the future
of the enterprise is destroyed. Some upstart smoothly takes over your customer base and mindshare
and your enterprise is left with only the dregs of failure.

So, enterprises spend a lot of time and money protecting their information systems from intrusion.
This gives them the freedom to move the data where it is needed — and move it they do. All this data
migration makes good business sense, and enterprise information continues to be protected through a
variety of methods including fingerprints, authentication, and limited-time authentication. However,
these same enterprises often neglect the final chapter of data protection, which comes when the
information is deleted and media comes off lease, is traded in, repurposed, or discarded. No one
questions the need to shred paper with confidential business information on it, but they sometimes fail
to see that improperly erased storage media carries the same liability risk as unshredded business
documents.

The problem is that the delete command does not delete the information, but only the
pointers to that information (which is one of the reasons you can have the blessing of undo). The
body of the information remains, until the space is reused And, as in an archaeological dig, those with
the proper skills can reconstruct the shards of bits and bytes into a treasure of credit card information
and relational databases. True erasure only comes with overwriting the data multiple times, with
the number of times usually determined by government or other standards. True compliance with
data protection and privacy regulations only comes with a certifiable overwrite process that assures that
the data is unrecoverably destroyed. Third party certification is the gold standard here. With very
sensitive information, this overwriting may be appropriate before media is reused within the enterprise.
But for every enterprise, the critical need is when the media leaves the enterprise to be recycled or
trashed. It is an inherent part of the cost of ownership.

Crushing old disk drives and shredding tape might have the visceral satisfaction of paper shredding,
but keeping the proof that it was done would be awkward. A reputable erasure service can do the job
and certify that the overwrite was done the proper number of times as needed. The liability for data
misuse is destroyed along with the data — and the certifying destroyer now stands at your side..

Taking proper care of information end of life issues properly is part of assuring the sustainability of
your enterprise environment — not just in the long run, but depending on the hostility of your markets,
perhaps in the short run as well. Certified erasure is part of asset lifecycle management. Just do it.
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